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Information Security Consultant

Harbor Technology Group is a leading cybersecurity company committed to ensuring the highest
standards of information security. We are seeking a highly skilled and experienced Information Security
Consultant to join our dynamic team and play a crucial role in safeguarding our organization's sensitive
data and information assets.

Location: Hopewell, NJ

Job Type: Full-time

Responsibilities:
1. Risk Assessment and Analysis:

- Conduct comprehensive risk assessments to identify potential vulnerabilities and threats to the
organization's information systems.

- Analyze security risks and recommend effective countermeasures to mitigate potential threats.
2. Security Policy Development:

- Collaborate with key stakeholders to develop and implement information security policies,
procedures, and guidelines.

- Ensure alighment of security policies with industry best practices and compliance requirements.
3. Incident Response and Management:
- Develop and maintain incident response plans to address security incidents promptly and effectively.

- Lead and coordinate response efforts during security incidents to minimize impact and prevent
future occurrences.

4. Security Awareness Training:

- Provide training and awareness programs to educate employees on information security best
practices.

- Conduct regular security awareness campaigns to promote a culture of security consciousness within
the organization.

5. Vulnerability Management:

- Implement and oversee vulnerability assessment programs to identify and address security
weaknesses in the organization's infrastructure.

- Collaborate with IT teams to ensure timely patching and remediation of identified vulnerabilities.
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6. Security Audits and Compliance:
- Conduct regular security audits to assess compliance with internal policies and external regulations.

- Work closely with compliance teams to ensure adherence to industry-specific regulatory
requirements.

7. Security Architecture Review:

- Evaluate and recommend improvements to the organization's security architecture, ensuring a
robust and scalable information security framework.

- Stay updated on emerging threats and technologies to proactively address potential risks.
8. Client Consultation:
- Provide expert advice and consultation to clients on information security matters.

- Collaborate with clients to understand their specific security needs and develop tailored solutions.

Qualifications:

- Bachelor's degree in computer science, Information Security, or a related field. Advanced degrees or
certifications (CISSP, CISM, CISA) are a plus.

- Proven experience as an Information Security Consultant or similar role.

- In-depth knowledge of security frameworks, standards, and best practices.
- Strong understanding of networking, systems, and application security.

- Excellent communication and interpersonal skills.

- Ability to analyze complex issues and provide effective solutions.

- Experience with security tools and technologies.

Join our team at Harbor Technology Group and contribute to the ongoing success of our commitment to
information security. Apply now by submitting your resume and a cover letter detailing your relevant
experience and expertise in the field. We look forward to welcoming a talented Information Security
Consultant to our growing team.



